ABSTRACT

trated.

Mandatory controls up privileged down downgrade data. UNIX®

UNIX UNIX 1 IX

UNIX

label,

read and write chmod

descriptors.

4

privileges, modified.

identified.)

pex,

UNIX

ceiling,

a exec empty pro-

A file

d p, s, f d p(d f(d pointer s(d f FS( f f f′ end. L( f,t), L(p,t), L(s,t t; C(p,t C(FS,t tion, t L( f), L(p), C(p A read or write

x y x → y.

f, r, w file d p q process t time s FS x, y y n L(x,t L(x C(x,t C(x Cap_k(x,t_k(x Lic_k(x,t_k(x

x,t x x,t x Lic^0 (x,t^0 (x

x,t x H( f APX( f X( f AM(p SAM PC( f PM[i

L y n L* = L∪ {y, n L

< 001 < 011 <

L ≤ element ⊥ ` =, ≤ ≤/ ≤/ ≤ >. x → y up if L(x) ≤ L(y down. ≤ ≤/

≤ to L* x in L*, x ≤ y, y ≤ x x, y) = x, y) = x x, n) = x, n) = n x in L, x ≤/ n and n ≤ n ≤/ n L*,≤ ≤ L* L_1 ≤ L_2 and L_2 ≤ L_3 imply L_1 ≤ L_3 L_2 ∈ L.

Label y /dev/null labeled y n

licenses exec and

capability.

0 f f)∧Lic^0.

exec

uarea log extern.

UNIX model.

x L* L(x, t L(x t doesn’t L. x L* C(x, t C(x FS C(FS C( f) = C(FS( f x C(x) = ` .

fixityattribute, F( f F(p L( f L(p

loose frozen rigid constant setflab, fsetflab, , getplab

Cap_{setpriv} (x, t_{setlic} (x, t_{nochk} (x, t_{extern} (x, t_{uarea} (x, t_{log} (x, t x, t_{nochk} (x x p f f Uk(x x). f p trusted predicate, T(x T( f) =_k∨_k( f) ∨ Lic_k( f

T(p) =_k∨ Cap_k(p).

0 0. Cap_k(FS_k(FS FS FS FS).

f ( f indicator APX( f pexityindicator X( f unpexed : H( f pexed H( f f. unpexing : f unpexed .

p (p ( f class i [i].

syslog

S_IAPPEND creat.
S_IBLIND

ELAB
EPRIV
     SIGLAB,
      SIGPIPE

safe-to-write safe-to-read exempt unsafe, nochk, seekand tell,

t_0 and t_1 t_0 ≤ t_1

renew x t_0 to t_1 x → x

n n n Exec exec

x → y t L(x, t) ≤ L(y, t)

xor y p_{nochk} (p, t x → x L(x, t = n n. L(x, t_0 ) ≤ L(x, t_1 ) n x → y t cess p

L(x, t L(y, t ≤ C(p, t C(x, t C(y, t xor y p_{nochk} (p, t

C(x, t_1 ) ≤ C(x, t_0 ) Exception: x p_{setlic} (p, t_0 t_0 q process p

C(q, t_0 ) ≤ C(p, t_0 ) x_0 → x_1 → → x_n t_0 ≤ t_1 ≤ ≤ t_n L(x_0 , t_0 ) ≤ (x_n , t_n L(x_n , t_0 L(x_n , t_0 ) ≤ (x_n , t_0 ).

p p, t_1 ) ≤ p, t_0 ) p p, t_1 ) ≤ p, t_0 )

setlic (p, t0

t_0 q process p

q, t_0 ) ≤ p, t_0 )

f, t_1 ) = f, t_0 ) p_{setpriv} (p, t t_0 ≤ t ≤ T_1. f x → f T( f).

                        SIGLAB

ELAB EPRIV

READ(d read d (§3.1.3) WRITE(d write d (§3.1.4) R(x x stat (§3.1.5) RS(d d (§3.1.6) W(x x(§3.1.7) WS(d d (§3.1.8) RD(f f(§3.1.9) WRD(f f P(f Cap_{log} Cap_{log} (p Cap_{extern} Cap_{extern} (p Cap_{uarea} Cap_{uarea} (p

s→ p read system call. Symbols f, d s d symbol f means f(d s means s(d q exec; u(p u(q u u(p

           /proc /proc/p
                             /proc/p
write p → u

Consider chmod("/etc/passwd",0666) /etc

passwd /etc/passwd

f

    unlink("/etc/passwd") /etc passwd
                                  /etc/passwd

                                        passwd
/etc /etc

access(f,m f acct(f_{log} RD(f alarm(n) biasclock(n brk(n) p→ u chdir(f f chmod(f,m) p→ f RD(f),W(f chown(f,n_1 ,n_2) p→ f RD(f),W(f)

close(d creat(f,m) p→ f P(f),WRD(f dirread(d) f→ p READ(d [ f→ s] [s→ p] dup(d dup2(d_1 ,d_2 exec(f,a) p→ q RD(f f→ q u(p)→ u(q)* exec(f f→ q RD(f u(p)→ u(q)* exit(v fchmod(d,m) p→ f W(f) fchown(d,n_1 ,n_2) p→ f W(f) fgetflab(d,l) f→ p R(f fmount(n_1 ,d,f,n_{2 extern} p→ f RD(f),W(f fmount5(n,d,f,n,c_{extern} p f RD(f),W(f fork() u(p)→ u(q fsetflab(d,l) p→ f §3.6.6 fstat(d,b) f→ p R(f) ftime(b) funmount(f) p→ f RD(f),W(f) getegid() u→ p geteuid() u→ p getflab(f,l) f→ p RD(f),R(f getgid() u→ p getgroups(n,b getlogname(b) u→ p getpgrp(p) u→ getpid() u→ p getplab(l,c C(p getppid() u→ p getuid() u→ p ioctl(d,n,b f kill(q,n p→ q labmount(d,l) f→ p §3.6.4 link(f f_2 p→ f_1 f_1),WRD(f_2),W(f_1) lock(n lseek(d,n_1 ,n_2) p→ s P(f),WS(d),RS(d s→ p lstat(f,b) f→ p RD(f),R(f) mkdir(f,m) p→ WRD(f mknod(f,m,b) p→ WRD(f nap(n) nice(n nochk(d,m open(f,n f

profil(b,n_1 ,n_2 ,n_3) read(d,b,n) f→ p P(f),READ(d [ f→ s] [s→ p] [p→ s] readlink(f,b,n) f→ p RD(f),R(f) reboot(n) rmdir(f f) seek(d,n_1 ,n_2) p→ s P(f),WS(d select(n_1 ,b_1 ,b_2 ,n_2 setflab(f,l) p→ f RD(f setgid(n_{uarea} p→ u setgroups(n,b setlogname(b_{uarea} p→ u setpgrp(p setpgrp(p,n_{uarea} p→ u §3.5.9 setplab(l,c setruid(n_{uarea} p→ u up setuid(n_{uarea} p→ u up signal(n,g stat(f,b) f→ p RD(f),R(f) stime(b symlink(f f_2) p→ f_2 WRD(f),W(f_2 sync() syslog(n_1 ,n_2 ,n_{3 log} tell(d) s→ p RS(d time(b) times(b umask(m) p→ u unlink(f p→ f f unsafe(n,b_1 ,b_2 utime(f,b) p→ f RD(f),W(f) vadvise(n) vlimit(d,n_1 ,n_{2 uarea} p→ u vswapon(f vtimes(b_1 ,b_2 → p wait(b) q→ p write(d,b,n) p→ f P(f),WRITE(d),W(f [p→ s] [s→ f]

≤

L(s) ∈ L

C(p) ∈ L

L(p) ∈ L

L(p) ≤ C(p)

d d p, s, f

L(p) ≤ L(s)

L(s) ≤ C(p)

L(s) ≤ L(p)

L( f) ≤ C(p)

L( f) ≤ L(p)

L( f) ≤ L(s)

L( f) ≤ C( f)

f → p s → p p → s f → s

Let M = L(p L(s L( f If d

nochk (p d

L( f) ≤ ( f error . M ≤ (p error . L(p) ≠ Mand F(p) ≠ loose then error .

If L(p) ≠ Mset L(p = M p If L(s) ≠ Mset L(s = M s d safe-to-read.

d d p, s, f s L(s) = L( f

L(p) ≤ C( f) L(s) ≤ C( f) L( f) ≤ C(p) L(s) ≤ L( f) L(s) ≤ C(p) L(p) ≤ L(s) L(p) ≤ L( f)

p → f (the s → f p → s L(s) ≤ C(p vents p

Let M = L(p L(s L( f C = C(p C( f If d T( f error .

nochk (p d

M ≤ then error . f q and M ≤ (q error . M ≤ ( f F( f) ≠ loose then error .

If L(p) ≤ (s L(s = L(p L(s s If L( f) ≠ Mset L( f = M f

SIGPIPE.

d safe-to-write. L( f) = y.

SIGPIPE

Write ELAB or ECONC open write f

L( f) ≤ C( f) L( f) ≤ L(p) L(p) ≤ C(p)

nochk (p

L( f) ≤/ ∞ (C( f C(p error . F(p) ≠ loose then error .

Set L(p = L(p L( f p x If x d let s be s(d). s be C(p).

L(s) ≤ L(p) L(p) ≤ C(p)

nochk (p d L(s) ≤ (p F(p) ≠ loose then error .

Set L(p = L(p L(s p lseek, §3.5.10, tell, getplab, getplab L(s C(p L(C(p f

L(p) ≤ C( f) L( f) ≤ C(p) L(p) ≤ L( f)

If T( f error .

nochk (p

f q and L(p) ≤ (q error . L( f) = n then error . F(x) ≠ loose then error .

Set L( f = L(p L( f f setflab,

d Let s = s(d).

L(s) ≤ C(p) L(p) ≤ L(s)

If d

nochk (p d

L(s) = L(p L(s L(s)

Set L(s = L(p L(s s lseek, seek,§3.5.14.

f_i , i =

f_i f_i). error .

L( f_i ) ≤ ( f_i error .

f If X( f) ≠ unpexed and p ≠ H( f ECONC. If f p = H( f)

If X( f) = pexed and X( f′) ≠ pexed ECONC. If X( f) = unpexing ECONC.

read

ues loose, frozen, rigid constant constant

Loose

Frozen Rigid_{extern}

Constant read or write call. p p. If p f f L(p) ≤ L( f f p p next p f d f(d) = f d.

SIGLAB in p(d).

If f q q If f f′ f′ L( f) ≤ L(q q q next q inequalities L( f) ≤ C(q s d s(d) = s.

SIGLAB in p(d d.

execor FIORCVFD.

fork or dup open /dev/fd/*

nochk (p

Signal SIGLAB SIGLAB caught.

nochk SIGLAB

F(p setplab SIGLAB unsafe

             ELAB.
ELAB

L ≤ f f f

ELAB

ELAB.

5 f g f f f g f g

                           SIGPIPE
                                                        SIGSPY.

                                     EPRIV.
EPRIV ELAB

p f L(p L( f and setflab

p fork. p exec q f FS( f q) = f)∧CapFS( f)∧ p) ∨ f)∧ FS( f ∧Lic^0 ) 0 nochk extern

Cap_{uarea}

p f). 0 3.3.1. Cap_{extern} fmountsystem n extern extern

Label n n

extern n

Cap_{extern}.

3.3.2. Cap_{uarea}

setuid and setlogname_{uarea}

Umask

Cap_{uarea}

3.3.3. Cap_{nochk}

nochk

nochk Cap_{nochk extern} Cap_{nochk}

extern

3.3.4. Cap_{setpriv}

setpriv

designed.

3.3.5. Cap_{setlic}

trarily.

setlic

3.3.6. Cap_{log}

/dev/stdin

by open fstat and stat fchmod

files.

APX( f) = false wise APX( f) = true APX( f (§3.7.2.4).

n n n n

⊥.

                /dev/null y stat
/dev/null.
                                       /dev/null.
                   /dev/mem and /dev/kmem n.

f in /proc f) = p p_{nochk} (p) L( f) = ` L( f) = L(p

/proc rigid
        /proc.

nochk

/proc

nochk (p exec,

` setlic

/dev/fd/*, /dev/tty, /dev/stdin

label y.

S_IBLIND

mode.

/tmp

/tmp

/dev/log*

syslog

                           /dev/null

/dev/log00

forkand exec f PC( f log f PM[PC( f AM(p).

` or n

exec

nap x and y x, y x + y.

` n

modes, append-only, S_IAPPEND S_IBLIND

If f(or f(d ¬ Cap_{extern} (p EPRIV.

If f

ECONC.

p p fthen error ECONC. error ECONC.

then error ECONC. chmod or chown,

If d L(p) ≤ L( f

< close with EPIPE.

If f If f ECONC. f Set L( f = ⊥.

f = 0. Set F( f = loose.

W( f Otherwise fincludes S_IAPPEND f. f W( f).

Set L(s = ⊥.

⊥ creat L(p).

The W( f

creat write.

d d,d) dup and exec fstat.

exec. Let p q If arg and env

Set L(q = ⊥. If L(p) ≠ ⊥ set umask := 022.

L(q = L(p). f q_{nochk} (q F(q). q. q. Set F(q = false.

If T( f q = p). q = 0. q Set C(q = C(p). Set AM(q = AM(p) ∨ SAM. Set L(C(q = L(C(p

f q. exec.

exec UNIX

fork and exec fstat

nel.

umask,

Let FS be FS( f(d fmount,set C(FS FS C(FS` ⊥ FS fmount5,set C(FS FS Cp.

If q = q := p. q ≠ p then error .

setpgrp and n ≠ p and ¬ Cap_{uarea} then error . (or TIOCSETPGRP ioctl n

control.)

tell(d)

L( f) ≤ L(p) = L(s read L( f) = L(p

Set L( f = ⊥

f = 0. Set F( f) = loose.

W( f

mknod, f p f. ⊥ L(p). mkdir m.

nice superuser.

If d error .

lseek, If n ≠ o ≠ P( f(d d p, s, f).

If n = d L(s ⊥. If n = d). If n = d L(s L( f).

d p s s f s. UNIX lseek

d X( f(d = X( f′(d = pexed and H( f(d ≠ p rd and wd. If X( f′(d d select, report d p select select to

Let L L ≤ (p creat and write._{nochk} (p

nochk (p fork

across exec.

Tnocheck across exec

UNIX

f n

times vtimes.

If T( f error . If f p fthen error . If ¬ Cap_{nochk} (p L( f) ≤ (p error .

/tmp

                                                           /tmp.

A W W

can.)

Let q q L(q) ≤ (p wait

SIGTERM.

d includes S_IAPPEND

If f(d ECONC.

L( f f Lp

Cp C(p)). C(p n Lp L(p p C(p error . setplab and getplab d resides.

If f(d C(FS( f(d Cp y

If code = fd fd. fdexempt. fd nochk

UNIX systems.

setflab; fsetflab setflab as fchmod chmod. F L Lp.

p fthen error EPERM. If f error .

setpriv (p

F ≠ F( f p f

ECONC.

T( f error . error .

If L = y then error . L = n If L( f) ≤ C(p Otherwise error .

L( f) = n_{extern} (p L( f) ≤ then error .

nochk (p

L(p) ≤ L ≤ C(p Otherwise error .

If F( f) = constant then error . F = constant then error . F = rigid and f error . F( f) = loose F( f) = frozen p f

F( f) = rigid_{extern} (p Otherwise error .

If F( f) = rigid F := rigid. If L( f) ≠ L f f,

Set F( f = F. If L( f) ≠ L f) ≠ L( f = L f = CHF(f

Cap_{extern} Setflab n n_{extern} n.

L F Lp Cp

p error . p setlic (p

Otherwise error .

If L = y L = n C = y C = n then error . L ≤ then error . L(p) ≤ and ¬ Cap_{setlic} (p error . C ≤ (p ¬ Cap_{setlic} (p error .

If F = rigid or F = constant then error . Set F(p = F. If L(p) ≠ Lset L(p = L CHP

nochk or C(p) ≤

in p.

p = Priv. Set C(p = C. If Cp L(C(p

If ¬ Cap_{setlic} (p L(C(p = L(p). L(C(p = ⊥.

f f)

Setplab f^0; exec. L(C(p

n d q.

c into Case LOGON f(d x Case LOGOFF x. Case LOGGET PM[n]. PM SAM. Case LOGSET PM[n = x. PM SAM. Case LOGFGET PC( f(d Case LOGFSET PC( f(d = x. Case LOGPGET AM(q). Case LOGPSET AM(q = x.

N namei
S
U
I stat(2), utime
D open(2), close(2), read(2), write
P exec(2), fork(2), kill(2), exit(2)
L setflab(2), setplab(2)
A
X

T

        LOGON d d

d

rs and ws rp and wp select. rd and wd n

Set rs := rd and ws := wd.

nochk (p rd := ¬ rs and wd := ¬ ws.

unsafe passfd r T(q

q.

by r): p EPERM.

¬ Cap_{uarea} (p error .

setpgrp, §3.5.9.

f f(d); f′ f r

X( f) */ X( f) */ f X( f′) = unpexed */

/* otherwise H( f′) */

if farpid ≠ H( f′ */ if farpid ≠ H( f′) */

};

exec.

FIOPX and FIONPX

d X( f X( f′).

state

 11

         11

                      02
0 = unpexed , 1 = pexed, 2 = unpexing unpexing pexed to unpexed unpexed state.

FIOPX p f = f(d).

If APX( f) = false

If f EISDIR.

EPERM.

f. Set H( f = p. If f X( f) = pexed Now f Set X( f X( f′

H( f′

FIOPX
FIONPX

select, with f′ f′ read or write on f′ ECONC.

If X( f) = X( f′) = pexed

FIOPX or FIONPX

f = f(d). f. Set H( f = 0. If f X( f = unpexed Now f Set X( f X( f′

H( f′

FIOPX
FIONPX

select with d( f′ d( f′ read or write on f′ ECONC.

If X( f) = X( f′) = unpexed

FIOPX or FIONPX indicator APX( f f = f(d

FIOAPX or FIOANPX

If f ENOTTY. If ¬ Cap_{extern} (p ECONC.

  FIOAPX set APX( f = true .
  FIOANPX set APX( f = false.

FIOGSRC and FIOSSRC

d s.

If ¬ Cap_{extern} ECONC. s d.

Let d ioctl.

f(d f(d)).

UNIX.

f(d f(d

FIOCLEX ioctl (2)
FIONCLEX ioctl (2)
FIOACCEPT connld(4)
FIOREJECT connld(4)
MTIOCEEOT mt (4)
MTIOCGET mt
MTIOCIEOT mt (4)
MTIOCTOP mt
FIOANPX pex
FIOAPX pex
FIONPX pex
FIOPX pex
FIOQX pex
PIOCGETPR proc
PIOCKILL proc kill
PIOCNICE proc
PIOCOPENT proc (4)

PIOCREXEC proc (4)
PIOCRUN proc (4)
PIOCSEXEC proc (4)
PIOCSMASK proc (4)
PIOCSTOP proc (4)
PIOCWSTOP proc (4)
UIOCHAR ra
UIOREPL ra
UIORRCT ra
UIOWRCT ra
FIOGSRC stream
FIOINSLD stream
FIOLOOKLD stream
FIONREAD stream
FIOPOPLD stream
FIOPUSHLD stream
FIORCVFD stream
FIOSNDFD stream
FIOSSRC stream
TIOCEXCL stream(4)
TIOCFLUSH stream
TIOCGPGRP stream(4)
TIOCNXCL stream(4)
TIOCSBRK stream
TIOCSPGRP stream
TIOCGDEV tty
TIOCSDEV tty
TIOCGETC ttyld
TIOCGETP ttyld
TIOCSETC ttyld
TIOCSETP ttyld

References

67 UNIX (1989).